SYNACOR CLOUD ID
WITH ZIMBRA

ZIMBRA COMMIT 2017

SYNACOR



SYNACOR CLOUD ID CUSTOMERS WITH ZIMBRA

Among 70+ Synacor Service Providers, customers include ISPs bundling Cloud ID and Zimbra
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WHY DO ISPS RUN ZIMBRA WITH CLOUD ID?

ISP Email Address Unlocks More than Just a Mailbox

Subscribers Must Manage Sub-Accounts with Email and other Services
Additional Security & Privacy Protections for Login with.Email Address
Rich Customer Support Tools & Enhanced Developer Kit

Zimbra APls support Architectures of On-Prem + Cloud or All.Cloud



CLOUD ID + ZIMBRA FOR INTERNET SERVICE PROVIDERS

Cloud ID Authentication - Basic
For subscribers who require federated authorization to access content across many sites and apps.

* Federated Login with Web SSO (Zimbra, Bill Pay, Wi-Fi, Portals, Video)
* Federated Authorization & Provisioning (Add2Bill)

 Account Registration and Child/Sub Account Management

» Customer Support User Administration & Developer Portal

Cloud ID Authentication - Advanced
For subscribers who require frictionless login at home, with connected TVs and when going mobile.

» Auto Auth Home-Based Authentication
» Apple Single Sign-On & Subscriber Accounts

* Social Login with Facebook, Google, Twitter




CLOUD ID + ZIMBRA
INTEGRATION POINTS FOR ISP BUSINESS

Web Single Sign On Authentication with Zimbra SAML

Extend Zimbra Auth Provider to implement SAML Auth
Provider (SAML 2.0 ) integrated with Cloud ID SAML Service

Credential Authentication with Zimbra LDAP

Connect Cloud ID credential storage with the LDAP service in
common with an ISP’s Zimbra deployment

Account Management & Customer Support with Zimbra SCAPI

Integrate Cloud ID account hub and user manager with Zimbra
SCAPI API to provision mailboxes and manage households




CLOUD ID + ZIMBRA ARCHITECTURE
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CLOUD ID FEDERATED LOGIN

Cloud ID serves a common Web & Mobile
Single Sign On experience across all ISP online
services, backed by Zimbra credentials in
LDAP.

g SYNACOR

When an ISP is using Cloud ID Account Hub A
with Zimbra the Web Login links to Account
Registration and Forgot Credentials
components also served by Cloud ID.

Sign in to your account.




CLOUD ID ACCOUNT HUB: REGISTRATION

Cloud ID’s Registration experience is where
an end user creates an online ISP account e-
mail address and credential pair to access all
ISP value added services.

By default, end users register using an
Account Number and Postal Code. However,
each ISP has other required fields, some of
which live in Zimbra LDAP.

£y svynacor
Registration

Please enter your account information

f'm not a robot

.




CLOUD ID ACCOUNT HUB: HOUSEHOLD MANAGEMENT

Account Hub ISP Household

Management is where end users to €5 svnacoRr Sigh ot
add more online users with Zimbra
e-mail addresses to their Home Welcomaits Your Aeconnt
household, manage parental Automnatio Ab-Home Sign i | | | -
COﬂtI’OlS, other user mana gem ent Intro text if any. Lorem ipsum dolor sit amet consectetur adipiscing elit.
. . .. U
tasks and monitor device activity. ser
Messages from Your Provider Messages from Name of Provider Recently Used Devices
6:25 am
This is a Read Message Mac
Device Activity g Current device

Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Pellentesque rutrum dignissim eros sit amet...

Connected Apps & Sites Yestaidiiy @ Josh Landsman'’s iPhone

PR, , 10:54
This is an Unread Message Yesigrday, 1054 bm
Lorem Ipsum dolor sit amet, consectetur adipiscing

elit, Pellentesque rutrum dignissim eros sit amet.., See all Device Activity

November 1 v

This is the Hover State

Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Pellentesque rutrum dignissim eros sit amet...

See all
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CLOUD ID ACCOUNT HUB: EDIT USERS/CHANGE PASSWORD

Edit User: Joshua Landsman

Automatic At-Home Sign In

Personal Information Parental Controls
Users
Joshua Landsman tve315 TV-PG
Beth Allen
Password.1 PG
Charlie Landsman
Passwo1!R Red
+ Add User
Messages from Your Provider E
Device Activity
25
Connected Apps & Sites
Allow Unrated
Joshua
Allow NSFW
Jlow Adult Al

Landsman

Allow Adult Purchase

joshua.landsman@provider.net Access to DVR

Within the Household Management tool,
s the ISP subscriber heads of household
have the ability to Add/Remove Users to
your subscription account, including their
Zimbra mailbox.
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CLOUD ID ADMINISTRATION & DEVELOPER PORTAL SELF-SERVICE

My.Synacor Developer Portal is where providers using Zimbra and Cloud ID register for platform
services, configure their service, monitor system performance and administer end user accounts.

= Customer Support User Administration

= |dentity Integration Guides & Specifications

= API Security Token Generation

» Configuration Management & SDK Download

g SYNACOR My Organizations Documentation Tools Reports Settings ~

Administrative Tools

User Manager Role Manager Activation Code
Manager
Synacor Control Panel Administer MVPD Discovery

Organizations Manager



CLOUD ID USER MANAGER FOR CUSTOMER SUPPORT

User Manager is the ISP’s customer support tool
to administer the end user Zimbra e-mail
address accounts, and related services.

User Manager allows full cycle management of
any subscriber account, from creation, support,
modification and removal of an email accounts.

User Manager

5 synAcoR

My Organizations

Documentation Tools Reports Sett

) Add

Identity Provider: Service Electricfi s (411722

Edit Username

£ eprosser Username: eprosser
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CLOUD ID CUSTOMER SUPPORT AGENT ON-BOARDING

YNACOR My Organizations Documentation Tools Reports Settings ~

ion Code Manager ) Add Group | (@ Remove Group
e Mobile App Team
e Developers

nacor Organization Basic Ac

Activation Codes

s o

ange Developers

or-Internal Copy Toggle Activation Code Active  Description ' Created Date ~
t Agents [ ¢ 88c4df63-3179-11e5-ae51-dad8b5b7e7ac v C Spire V... 7/23/2015 4:29 PM
t Super Admins

Activation Code Directives

Add Directive

Name - Description
Company Add user to group: ¢_spire_mobile_app_team

Roles: tv-channel-mapper, my-synacor-docs

Within Zimbra on Cloud ID, ISPs can on-
board their customer service agents who
administer end user e-mail accounts, with
easy admin user activation code-based
registration, and pre-assigned roles.
(Critical for high-turned staff departments.)



CLOUD ID PERMISSIONS & ROLE-BASED ACCESS CONTROL

Role Management empowers Synacor and
our VARs to custom-define new admin roles
and permission bundles per ISP business, to
meet unique processes and organizational
pattern of customer support teams as they
administer mailboxes in Zimbra.
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Role Manager
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% My.Synacor Docs

% My.Synacor Downloads
% My.Synacor Reports

% My.Synacor Tools

» News Manager Access
s Portal Page Manager

% Publisher

% Role Admin

* Role Grantor

% SAML Crowbar

» Settings Manager

% Synapps Admin

» Ted Manager

stest

5 TV Channel Mapper

» User Manager Admin

» User Manager Editor

% User Manager Editor No Passwort
» User Manager General

4 User Manager Moderator
» User Manager Moderator NO ADC
4 User Manager V1 Role Editor

» VAM Manager Admin
% ViaSat Admin

% ViaSat CSR

s ViaSat Super User

& Warcat Servive Administrator

My Organizations

Permissions

Name .
, Access Synacor Control Panel
, Access Synacor Control Panel Editor
, Add User
, Block Ads
, Can access General Tab
, Can change Class of Service

, Can change Email

Members for Role

Usemame -

szabler

tankersleyzi@epb.net
Tatyana.melekhina@tdstelecom.com
tcocks
techsupport20@wideopenwest.com
techsupport21@wideopenwest.com

techsupport22@wideopenwest.com
tact. RAT21

Documentation Tools
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10/29/2012 10:23 AM
110/29/2012 10:23 AM
110/29/2012 10:23 AM
110/29/2012 10:23 AM
110/29/2012 10:23 AM

Reports

) Add Role

Settings

| & Remove Role

Added By
jagan

jagan
migration-scrij
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migration-scrij
migration-scrij

migration-scri
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ISP SUBSCRIBERS WANT
SYNACOR DELIVERS WITH APPLE SSO

Seamless
Single Sign On across apps on an Apple device

Multiple Devices
Single Sign On across Apple TV, iPhone and iPad

Secure
iCloud Keychain storage of end user sessions

Personalized
App Store discovery with end user Entitlements

eeeco Verizon @ 10:02 PM

£ TV Provider CenturyLink Prism

\ L/ -
£,% CenturyLink-

E-mail Address
Password
Get access to TV shows and movies in apps

that are supported as part of your
TV subscription.

If you have iCloud Keychain enabled, you'll
automatically sign in to these apps across all your
I0S devices that use the same iCloud Keychain.

E-mail Address and Password Assistance
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ZIMBRA ISP USER ON APPLE
BEFORE APPLE SSO
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MOBILE APP LOGIN ON IPHONE BEFORE - 2NP APP (HBO GO)

ISP/ TV

S | | Boosa st atni jl SouneBose subscribers must
\\i"\v” re-enter their
7 password in each
mobile app with

— value added
iy services.
N

o

=  EEED

Westworld: The Big Moment
Episode 9




MOBILE APP LOGIN ON IPHONE BEFORE - 3RP APP (WATCH ESPN)

Verizon < 11:35 AM v 4

WATCH =Srii

eseec Verizon T 11:34 AM 7 -

Choose Provider

additional cost ¢
prov )EIOW

Choose Provider:
AT&T f e spectrums
xfinity () = DIRECTV
dish Mediacom’  optimum

link & | Specin verizon’

3 Rivers Communications
Access Montana
AcenTek

Acme Communications

eeecc Verizon = 10:08 PM 7%

Centurylink | Login

£"'% CenturyLink-

Login using a CenturyLink provided Email address

E-mail &

Forgot password?
Create Account
Back to CenturyLink.net

...and again enter
their passwords in
each similar app.




MOBILE APPS ON IPHONE BEFORE - APP STORE SEARCH

Searching for ISP & TV apps in
the App Store has been
cumbersome since you must
search for the name of each
app, once by one.

10:11 PM
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ZIMBIM ISP USER + CLOUD ID
WITH APPLE SSO
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MOBILE APP LOGIN ON IPHONE WITH APPLE SSO - 15T APP (HBO GO)

‘ eesec Vorizon = 10:45 AM
= HB® GO
| FEATURED
| = =
- Wﬁ
Westworld

Westworld: The Big Moment
Episode 9

eeeee Vorizon F 9:44 AM

< Settings TV Provider

Cable ONE

CenturyLink Prism
DIRECTV

Dish

GTA

GVTC Communications
Hawaiian Telcom

Hotwire

MetroCast

Service Electric Cablevision

Sling TV

eeeca Varizon ¥ 10:02 PM

{1V jer CenturyLink Prism

=‘k< CenturyLink

E-mail Address
Password
Get access to TV shows and movies in apps

that are supported as part of your
TV subscription.

If you have iCloud Keychain enabled, you'll
automatically sign in to these apps across all your
#0S devices that use the same iCloud Keychain

E-mail Address and Password Assistance

HB®

Allow “"HBO GO" to use your
Dish subscription?

We’ll use your TV provider information

to sign you in.

Don't Allow Allow

E: .

~ / ~ / ~ / ~ 4

With Apple SSO, subscribers need only enter their password once.




MOBILE APP LOGIN ON IPHONE WITH APPLE SSO - 3RP APP (WATCH ESPN)

/ , /

No more entering passwords again
and again inside each application!

Allow "WatchESPN" to use

your Dish subscription?

et A — To stream ESPN's live networks, a
WATCH =S participatiog TV mibacrogonts
requi

equired.




MOBILE APP DISCOVERY ON IPHONE WITH APPLE SSO

- —— __ Searching for TV channels in the
Csetings TV Provider e App Store is easy with “Find More
fi'?i"-?*' ' Apps” on the TV provider menu.
R : It lists all of the eligible apps with
your TV subscription.

CenturyLink subscriber

H Watch Travel Channel
Travel

Find More Apps

NP Hallmark Channel
\& Everywhere
Rty Entertamment

ALLOW ACCESS TO TV SUBSCRIPTION
& Heoco O
WatchESPN O Telemundo Now

LGN \atch Food Network




CLOUDID
ADDZ2BILL PROVISIONING

SYNACOR



CLOUD ID ADD2BILL: PREMIUM SERVICE SITE/APP

ISPs & TV providers utilize Add2Bill
inside of their e-mail-credentialed login
flows, to convert subscriber up-sells,
prior to value added service
authorization failures.

Big Little Lies: In the Weeks Ahead

QUICK HITS
3 —~ W
AR

wt i

Overtime: Tax Cuts, Technology, Trump's




CLOUD ID ADD2BILL: PREMIUM SERVICE SITE/APP

10:06 PM

:‘;: CenturyLink HBO GO

Login using a CenturyLink provided Email address

fdres are available for ConturyLink High

Spoed Internet

Back to CenturyLink.net

421 PM

< PROVIDERS

=._: CenturyLink HBO GO

You do not currently have HBO.
Would you like to subscribe to HBO now?

HBO with HBO GO access $21.95 / month

| accept the Terms and Conditions

=2

HBO® GO
Choose your TV provider, sign in, and enjoy HBO GO.

Sign in With Your TV Provider to ss HBO GC
S Uoverse o Spectrum xfinity.

S oIRecTy TV Puerto Rico dish

Mediacom XA optimum.

verizon

All Providers

Don't see your provider?
We're const adding new back with us soon to see If we've added yours to our list

Don't have HBO?




CLOUD ID ADD2BILL: PREMIUM SERVICE SITE/APP

Add2Bill delivers instant gratification
inside of mobile app login flows at the
moment an end user is trying to access
their favorite paid content or service

SOOWTIME ANVTIME e

BILLIONS

S2 Ep 2 - Dead Cat Bounce: Axe initiates a new
financial play. Chuck tries to save his sinking status.

> PLAY NOW (D MORE INFO ALL EPISODES

HOURS COMING SOON

LIVE

™

Q




ISP EMAIL ADDRESS IS
YOUR DIGITAL PASSPORT
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